ServersCheck

Quick Installation Guide -Security Sensors

This document is intended to help you configure ServersCheck Security Sensors.

1. Getting Started

The security sensors are connected to the Physical Security Bus. Up to 6 sensors can be
connected to one single Physical Security Bus: 4 on the left side of the bus and 2 on the right side
(first two from top of device).

The Physical Security Bus from ServersCheck has 3 openings :
- RJ45 connector
- Plug for power adapter
- Plug for second power adapter (not in use)

All sensors are powered the Physical Security Bus. The sensors do not require an external
power adapter to be connected to the sensor.

A ServersCheck Security solution requires following components:
- Security Sensor
- Physical Security Bus
- RJ45to DB9 cable

If you selected an Ethernet enabled security sensor, then you will also need following items:
- DS202 device server
- Power adapter for the DS202 device server
- RJ45 network cable from device server to switch/hub (not sold by ServersCheck]
Please check section 2 of this document for configuration of the device server.

If you selected an USB enabled security sensor, then you will also need following items:
- DB9to USB adapter

For serial enabled security sensors, no additional components are required.
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2. Configuring the networked enabled security sensors

This section of the manual is for users configuring an Ethernet enabled security sensor. If you
have a serial or USB based, one then please continue reading from section 3 of this manual.

First connect the RJ45-DB9 cable to the Physical Security Bus by plugging the RJ45 end of the
cable in to the sensor. Then fix the DB9 end of the cable to the male DBY end of the DS202 device
server as shown in following figure. Then attach the network cable and power plug into the
DS202 device server.

(c) 2008 ServersCheck. \ = (c) 2006 ServersCheck.

2.1. Configuring the TIBBO DS202 Device Server

You need to download the software from following url:
http://files.serverscheck.net/utilities/TDST 3-9-82.exe

Install the software.

Now take the device server. Plug in the network cable and then power it using the adapter
shipped with the device. Make sure that both the device server and the host computer are in the
same network segment.

Go to Start > All Programs > Tibbo > DS Manager

This will start the DS Manager software. It will immediately scan your network for any device
servers that it can find and list them as shown below:
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DS Manager - ¥3.9.82 o [ 4]

File Access mode Device Server Help

Auto-Discovery | Address Book | Serial Access

Statuz

Refresh |
Upgrade |
Initialize |
Rauting Status |
Buzz! |
Change IP |

Add

Find |

Device Server iz operating normally
Connection iz closed [Device Server iz idle]
Current |P-address is unreachable. Maore info...

A

Right click on the device you just found and click on Settings or use the Settings button in the
menu on your right.

DS Manager - ¥3.9.582 I ]

File Accessmode Device Server  Help

Auta-Discovern | Address Book SerialAccessI

Status

Refresh |
Upgrade Upgrade |
A= Iniilze |
Routing Status
Buzz! Ratting Status |
Find Buzz! |
GiEmeR Change IF |

Address Book. ¥

Refresh lisk

Add

Find |

Device Server iz operating normally
Connection iz closed [Device Server is idle]
Current IP-address is unreachable. More info...

4

This action will open a new window where you can configure the network settings. Default
operation mode is fixed IP. You can also select to use DHCP as shown below. When you change
the value then this will be directly applied to the device server. You can get a message after that
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it could not detect any devices. Simply click on the Refresh button on your right in the above

screen.
Settings: DS <¥3.63+NL>= =10l x|
Metwaork | Connection | Serial port | Outbound packets | All I
Owiner name
Device name
MAC-address 020200131116
DHCP 1- Enabled Ed
IP-address 10.0.0.21
Fort 1001
Fegistration at dDMS Server | 0- Dizabled
dirS Semven | F-addiess | [imelesant]
dOMS Semver part [irrelewatt]
Auto-regiztration on Link Sery| 0- Dizabled
PFFPoE mode 0- Digabled
FRF:E logit mame [irrelewatt]
FEFeE login password [irelewarnt]
Gateway IP-address 0.0.0.1
Subnhet mask 0.0.0.0
Save | Load | Password | Ok I Cancel |
4

Click on Port and set then value to 3001, then click on OK

&7 Settings: DS <¥3.63+NL> =1a1xl
Netwark. | Conmection | Serial part | Outbound packetsl Al I
Owner name
Device name
M&C-address 0.202.0.0.244. 204
DHCF 1- Enabled
IP-address 100029
Port 3001
Reqistration at dDMS Server | 0- Disabled
dOHS Sepver IF-address | [imelevant]
dlM S Server port [irmelewvant]
Auto-registration ot Link Sery| 0- Dizabled
FPPaE mode 0- Dizabled
FREGE |ogin name [irrelewant]
FEFCE |lngin passward [irmelewvant]
Gateway |P-address 10.0.0.93
Subnet mask 255.255.255.0
Save | Load | Passward | ar. I Cancel
A

Now click on the Connection tab after having set your network settings

Set the transport protocol to TCP and the Connection timeout (min) to 2
Click on the Serial Port tab and change values as follows:
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ettings: DS <¥3.63+MNL>

Metwork ~ Connection | Serial portl Outbound packetsl Al

Settings: DS <¥3.65+NL>

Metwork | Connection  Senial port | Qutbound packetsl All

8 [ 3]

Connection timeaut [min) 2 Senal interface 2- Automatic
Tranzport protocal 1-TCP j RTS/CTS flow contral 0- Dizabled or remote
Broadcast LDE data [ireleyvant] DTR mode 0- |dle or remate
Link Service login 0- Dizabled Power-up DTH state 0- Lo
Inband commands [0- Dizabled Baud rate E- 57600 bps
Diata login 0- Dizabled Parity 0- Mone
Fouting Mode 0- Server [Slave] Drata bits 1- & bitz
Accept connection from 0- Any IP-address Soft entry into Serial programn| 0- Dizabled
Laornection mode [ireleyant] Ezcape character [SSE1 e [imelevant]
Destination [F-address [irreleyant] On-the-Fly commands 0- Dizabled
[estination part [irreleyant] Password|farn an-the-Fly con (irelevant]
Motification destination 0- Last pork Matification bitmaszk 0
Save Load Pazzword | ()8 I Cancel Load Paszword | ak I Cancel
4

4

RTS/CTS flow control has to be 0-Disabled

DTR mode has to be 0-ldle or remote

Power-up DTR state has to be set to 0-Low
Baude rate has to be set to 6-57600 bps (!)
Parity has to be set to 0-None

Data bits has to be set to 1-8bits
Soft entry into Serial Program has to be set to 0-Disabled

On-the-Fly commands has to be set to 0-Disabled

Click on OK to save the settings.

Your device server is now ready for use.

Continue reading from section 4 of this manual.
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3. Configuring a serial connected Security Bus

For serial or USB based security bus operations, connections are done through the COM port of
the device through which the Security Bus is attached to. Its power comes from the serial port.
The sensors attached to the Security Bus are powered by the external power adapter plugged

directly into the Security Bus.

The COM port must be configured to run on 57600bps.

Windows Device Manager.

b B Display adapters

> 44 DVD/CD-ROM drives

- -4 Human Interface Devices
b g IDE ATA/ATAPI controllers
%5 Imaging devices

> 22 Keyboards

b }3 Mice and other pointing devices
» M Monitors

LF Network adapters

T Ports (COM & LPT)

e T -

I Processors

b -%| Sound, video and game controllers

> M System devices

a- a Universal Serial Bus controllers
- § Generic USB Hub

-§ Generic USB Hub

Generic USE Hub

USB Composite Device

The COM port can be found through the

a Intel(R) 5 Series/3400 Series Chipset Family USB Enhanced Host Controller - 3B3C
- a Intel(R) 5 Series/3400 Series Chipset Family USB Enhanced Host Controller - 3834

Double click on the COM port. In above example this is COM1

Select then the Port Settings tab and set the the Bits per second to 57600.

COM port is now ready for the Security Bus.

Click on OK and your

B ary B
Communications Port {COM1) Properties M Communications Part (COM1) Properties w-‘
General | Port Settings I Driver | Details | Resources WWTMQSI Driver | Details | Resources
Communications Port {COM1)
" Bits per second: [Er?ﬂ}i}—V|
Device type: Ports {COM & LPT) Y |3—|
a hits: -
Manufacturer: {Standard port types) = ——
Location: on Intel(R} P55 Express Chipset LPC Inteface Parity: |None -
Cortroller - 3802
Device status Stop bits: | 1 T
| Advanced... | | Restors Defaults |
I I
H H
ok | [ Cancel oKk | [ Cancel
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4. Connecting a sensor to the Physical Security Bus

All ServersCheck Security Sensors come with a cable connector to connect the sensor to the
40ft/12m white cable.

IMPORTANT: the 2 last connectors on the right side of the Security Bus are not in use. Do not
connect a sensor to it.

The sensor should be connected to the white connector of the cable as shown in the picture
below. The black connector is plugged into the Physical Security Bus

The motion detector will start working by showing a red flashing light on it is connected to the
Physical Security Bus and once the Power Adapter has been connected to the Security Bus.
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9. Configuring the ServersCheck Monitoring Software for security sensor
communication

We have now a device server that is configured and to which a sensor is connected.
We are now going to configure a temperature check in the ServersCheck Monitoring Software.

The ServersCheck Monitoring Software is required to monitor, report and alert on sensor
readings.

The base version can be downloaded from following URL :
http://www.serverscheck.com/download.asp

Apply the purchased license keys (Sensor, Starter or Enterprise edition) as outlined in the email
you received with the keys.

The monitoring of the sensors require the .NET 1.1 framework to be installed on the computer
running the ServersCheck Monitoring Software. If you do not have .NET 1.1 installed but .NET
2.0 then you might receive following error message:

Object synchronization method was called from an unsynchronized block of code

You can download the .NET Framework Version 1.1 from following url:
http://www.microsoft.com/downloads/details.aspx?familyid=262D25E3-F589-4842-8157-034D1E7CF3A3&displaylang=en

After installing the software, open your browser and point it to http://localhost:1272.
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ServersCheck STARTER Edition - version 6.10.2 - Windows Internet Explorer

.‘.”ﬂ l‘if_]zl jGongIe

B

) ) ) )

Click on the “Start Configuration Wizard” to set the initial settings

/~ ServersCheck STARTER Edition - version 6.10.2 - Windows Internesai =]

B http:iflocalhost: 1272 popup. html -

5 Configuration Wizard - Introduction

Welcome to SERVERSCHECK STARTER EDITION - VERSION
6.10.2

The ServersCheck Monitoring Software enables you to monitor networked
devices and systems.

This wizard you will be guided through the ServersCheck set-up. Should you
have any problem then please use ocur support forum

>> START CONFIGURATION |

Cone l_l_l_l_l_’_|° Internet | Q 100% - él

This wizard will configure the security settings, the service settings, email server for sending out

email alerts and more.
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After having completed all steps of the configuration wizard click on “Dashboard View > All Rule
View”

,f'"j ServersCheck STARTER Edition - version 7.0.1 - Windows Internet Explorer ;|g|5|
@’—\; * |& http:fflocalhost: 1272) j |l |-Eoogie 21+
File Edit Wiew Favorbes  Tooks  Help & -

S0 @b @ ServersCheck STARTER Editian - version 70,1 | | % v Bl - @ - |mbPage - (O Tooks - 7

DASHBOARD VIEWS REPORTING NETWORK MAPS SETTINGS SUPPORT
Default cacti

ServersCheck 7.0.1 - Dashboard - Device View

Monitoring Statistics Today "s events

Rules defined: O Monitoring since: 27d 03:25 Mo events found r'or“L:ch','
DOWMN: o Checks performed: 97
3 o Current service level: 0%
oKt o
PAUSED: o e o
ADD NEW MONITORING RULE ADD NEW DEVICE I SCAN NETWORK I

& Copyright 2002-2007 - ServersCheck. All rights reserved.

START MONITORING I

|pane T T [ @ meermnet A% v g

Click on the “Add New Monitoring Rule” button

A new screen will open like the one below

Security Sensors Checks

' SECURITY: Monitar secutity sensors connecked to the ServersCheack Security Bus (Motion, Door contack, Srmoke, Glass Break ...)
Click here to purchasze server roormn security sensaors,

Click on the Next Step button

Add New Monitoring Rule Wizard - Step 2 of 5

Thiz wizard will quide you to zetting up a new ronitaring rule for perfarming follawing check: SECURITY.
If you do not wish to use the wizard, then click here to go to the definition screen of the new rule,

Assign a name to the rule

Rule label name: ISECURITY

Device that iz monitored: I nane ;I

Group to which the rule belongs to: I none ;I

== 5TER 3 | BACK |

Click on the >> STEP 3 button
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Add New Monitoring Rule Wizard - Step 30of 5

Specify now the frequency of the check and when it has to be performed or not.
Graphs can only be plotted for checks where the frequency is less than 5 minutes,

Assign a frequency to the rule (SECURITY)

The type of check vou have selected is a real time check, Alerts are being triggered as soon as the defined conditions are met

> 5TEP4 | Back |

ou can specify later time ranges during which the rule has not to be performed (example between 12:00am and &:00am)

Unlike the environmental sensors, the security sensors are real-time sensors. Events triggered
are intercepted by the software using its security listener.

Add New Monitoring Rule Wizard - Step 4 of 5

rou now need to set the settings for performing the SECURITY rnonitoring rule.

SECURITY settings

This check connects to the specified Security Bus and triggers an alert when the conditions is rmet, 700S016=Requires the
ServersCheck Security Bus, a Security Sensor and the \MET framework to be installed. Click here for more info,

Security Bus ID I -- Select a Security Bus from the list -- ;I i ]

Sensor Connector |.¢\II sensors connected to the above Security Bus ;I L]

Generate an alert when sensor returns I OPEM - TRUE - l i
>>sTEP s | _Back |

You can have multiple rules for one Security Bus allowing you to receive different alert
notifications depending on the sensor that has been triggered. You can also define one rule
applying to all sensors attached to the Security Bus.

First you need to add a new Security Bus. From the drop-down list select the option Add Security
Bus . New fields like the ones shown below will appear.

Security Bus ID | Add Security Bus =l Li]

Security Bus ID 1182939025

Security Bus Label I

Sensof connection Sarial o use

Metwork o

IP of Device Serl.lerl

Sensor Connector | all sensars connected to the above Security Bus = | i ]

Generate an alert when sensor

nera |oPEN - TRUE =] o
~»STEPS | Back |

If you purchased the Serial enabled security sensors, then select the Serial sensor connection
option. A drop down list of com ports will appear. Select the correct COM port to which the
Physical Security Bus is attached.

Sensor connection F Sarial e UsSE (o Metwork i ]

COM Port to wich device is attached I oMl 'I
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Select the USB option for USB enabled security sensors. From the drop down box select the
USB COM port that the DB9 to USB adapter created.

Sensor connection [ Searial [ USE o Metwork ﬁ

COM Part ko wich device is attached I COoM1 -I

You need to select Network for network (Ethernet) enabled security sensors. In the field below
the option enter the IP address of device server as configured in section 2 of this document.

Sensor conneckon Sarial . USE o Meatwark ﬂ

IP of Device Server |1I:|.I:I.I:I.14

The TEST SETTINGS option is not available for security sensors as the events are triggered in
near real-time and are not polling based like for environmental sensors.

Click now on the STEP 5 button to define how you would like to be alerted.

Add New Monitoring Rule Wizard - Step 5 of 5 - Assign alerts to the rule: SECURITY

General alert options
Any setting below is optional, If no values are set, then no notifications will be performed,

Instructions on alert:

i

Team alert options
Alert fallawing team: I ;I i}

Rule specific options
Stark recording from following carnera I Internet Connection? ;I

Ganerate an ermail to

Send a Metwork Meszage to

Send a MSH Message to
Perform Sound Alert (3 beeps)

Send a SHMP Trap

Send a SMS/Pager to

Generate a Woice Phone call ta

Perform a HTTP GET to

eeoceo0000O80E

Execute an application Application Path: I

Pararneters: I

SAWVE SETTINGS |

A new alerting option is available for the security sensors: camera recording. When you have an
AXIS network camera in the computer room you are monitoring, then the ServersCheck
Monitoring Software can start the recording of the camera and make it available through its flash
viewer for further analysis. See next section on adding camera’s and managing recordings.

Click on SAVE SETTINGS
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In the main screen you will see that the rules have been added to your list of rules:

¥ serversCheck BUSINESS Edition - version 7.5.0 - Mozilla Firefox

File Edit ¥ew History Bookmarks Tools  Help

= (=]

@ T E> - @ L% m =] |'|G00g|e

<] Q-

“:I http: fflocalhost: 1272 findesx html

=D

J [} serversCheck BUSINESS Edition - ... .3 }

DASHBOARD YIEWS REPORTIMG MNETWORK MAPS SETTINGS SUPPORT
Device View Group View All Rules View Camera View

ServersCheck 7.5.0 - Dashboard - All Rules View

Monitoring Statistics Today "5 events
Rules defined: 1 Maonitoring since: 12d 14:17 Mo ewvents found for taday
[s1=3U00N o Checks performed: 0
WARMING: o Current service level: 0%
oK 1
HALTED: o _
PALISED: o o -

ADD MEW MONITORING RULE I SCAN METWORK I
e SECURITY SECURITY B # n Jun 11 19:58:07 Jun 11 19:58:07 details

@ Copyright 2003-2007 - ServersCheck. All rights resened.

START MONITORING I

Done

4
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